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Abstract 

Internet of Things (IoT) is an emerging technology which enables several devices to be connected together in 

unprecedented ways in the smart world. Regardless of the diverse benefits offered by IoT connected devices, it 

comes along with several environmental threats due to huge energy consumption amongst IoT devices which 

embraces toxic pollutions and E-waste. Hence, to optimize the advantages of IoT there lies an important need to 

move towards green IoT. Cloud computing on the other hand has been successfully used to provide unlimited 

computational storage and services for numerous IoT devices over the internet. Sadly, security issues in cloud 

computing for green IoT is also a challenge. Furthermore, blockchain technology is transforming several 

application areas of IoT by allowing a decentralized environment. IoT systems can be properly secured against 

threats and attacks when combined with blockchain technology. Motivated by achieving a sustainable 

environment for IoT and its robustness against threats and attacks, this research presents an overview regarding 

green IoT technologies and the strategies used to minimize energy consumption in IoT. Additionally, it presents 

research challenges on security and privacy issues in green IoT and focuses on how to integrate blockchain 

technologies in Green IoT environment to prevent attacks, and the possible combination of blockchain 

technology with intrusion detection systems. 
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1. Introduction 

Recent technology advancements in the field of Internet of Things (IoT) and cloud computing has changed 

the way we work and live [1]. As forecasted, IoT technology is bound to control different spheres of our lives in 

the 21st century by incorporating billions of smart devices interconnected with the IoT control systems. These 

include but not limited to smart power grid, smart transport system, smart health etc. Regardless of the number 

of benefits offered by IoT connected devices, the technology has also been noted to come along with several 

environmental threats as there is a huge energy consumption amongst IoT devices and it embraces toxic 

pollutions and E-waste. Due to this factor, green IoT has been considered the future IoT as it proposes the 

concept of energy efficiency of IoT devices and making the environment safe [2]. Hence, to optimize the 

advantages of IoT there lies an important need to move toward green IoT. IoT technology relies on cloud 

computing for the purposes of data and applications hosting.  

The numerous devices employed in implementation of IoT technologies may pave way for several security 

vulnerabilities if proper administration of these devices is not observed. This makes Cloud computing security 
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on green IoT a big challenge. Therefore, without proper security and authentication procedures, data security 

and integrity may be compromised leading to breach of data privacy policies [3].  

While security in cloud computing and IoT remains a major concern, security vulnerabilities can be greatly 

mitigated by putting proper security strategies in place during implementation of IoT systems to utilize the full 

capabilities brought by these technologies. Efforts should also be made to study all anticipated security 

vulnerabilities and possible solutions like the blockchain technology which can be effectively applied in almost 

all domains of IoT.  

This will ensure alertness to deal with the likely security vulnerabilities if they arise. 

2. Internet of Things  

Internet of Things (IoT) is an emerging concept which aims to connect billions of devices with each other 

anytime regardless of their location. The foundational technologies for IoT are the radio frequency identification 

(RFID) technology, and the wireless sensor networks (WSNs). The RFID technology enables microchips to 

transmit the identification information of an object to a reader through wireless communication. These readers 

enable the automatic identification, monitoring and tracking of objects attached with RFID tags [4].   

RFID technology are widely known to be adopted in production, retailing and logistic industries. The 

(WSNs) mainly use interconnected smart sensors for sensing and monitoring. Its application is widely used in 

traffic monitoring, environmental monitoring, healthcare monitoring e.t.c [5], [6]. The advances in both RFID 

and WSN technologies has significantly contributed to the development of IoT. 

As the use of IoT rapidly evolves and increases, our daily activities and lifestyle has been revolutionized and 

improved by this technology and its application has been adopted in several domains. A few of those namely: 

i. Smart Homes:  This is one of the most important application of IoT. Equipping our homes and offices with 

IoT technologies like RFIDs, allows proper decisions making in terms of saving energy, money and 

environment in the process of tracking activities in such a building. [7] For example, a smart fridge, a smart tv 

e.t.c 

ii. Smart Supply Chains: Using IoT technologies, industries and businesses can track their products to the 

end users. A framework for such an application is proposed in [8].  

iii. Smart Cities: A smart city is a combination of different smart domains like Smart Energy Saving 

Mechanism, Smart Transportation, Smart Security [9] e.t.c It provide users with several technological facilities 

all under one umbrella and puts a lot of challenges in front of researchers. 

Other applications of IoT includes Smart Grid, Wearables, Smart Health Care (Digital Health and 

Telemedicine) e.t.c 

3. Green Internet of Things  

There could be billions of devices connected to the Internet by 2025. However, the most significant 

challenge that we will face in implementation of IoT will be energy. Energy consumption of these devices may 

be a limitation for its widespread despite its numerous benefits. This is a huge concern because carbon emission 

and E- Waste due to ICT products will increase rapidly. This will damage our environment if appropriate 

measures are not put in place [10]. To address this problem, there is a critical need to move towards green IoT 

because it is environmentally safe. Green IoT is defined as the energy efficient ways in IoT either to reduce the 

greenhouse effect caused by existing applications or to eradicate the same in IoT itself [11]. It basically focuses 

on the energy efficiency in the IoT principles. In green IoT, every step in the IoT should be made green, It 

should focus on green design, green production, green utilization and green disposal or recycling to have a very 

little or no impact on the environment.  In order to implement the Green IoT, a number of strategies should be 

adopted. A framework was proposed in [12] for the energy efficient optimization of IoT devices. The summary 

of a few of these strategies provided in this paper are Green RFIDs, Green Datacentres, Green Wireless Sensor 

Networks, Green Machine to Machine (M2M), and Green Cloud Computing. 

i. Green RFIDs: The RFID tag is a small microchip attached to a radio (utilized for receiving and 

transmitting the signal), with a unique identifier. The purpose of RFID tags is storing information regarding the 

objects to which they are attached. RFIDs can either be active or passive, in order to achieve greener solutions 

for RFID systems, reduction in the sizes of RFID tags should be considered to decrease the amount of non-

degradable material used in their manufacturing. Other initiatives to be considered include printable RFID tags 

[13], biodegradable RFID tags and paper- based RFID tags. 
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ii. Green data centre: The main purpose of a data centre is to store, manage, process and disseminate all types 

of data and applications created by users, things and systems. In dealing with various data and applications, data 

centres consume huge    amounts of energy with high operational costs and large CO2 emissions. Hence, to 

achieve a green DC, the following techniques as discussed in [14]-[18], such as the use of renewable and green 

sources of energy (e.g. water, wind, solar energy etc.), the design of a more energy efficient hardware, 

utilization of efficient dynamic power-management technologies, the design of a novel energy-efficient data 

centre architecture to achieve power conservation, etc. should be considered. 

iii. Green wireless sensor networks: A WSN is a network that consists of a large distributed autonomous 

sensor node and a base station (BS) known as the sink. These sensor nodes cooperatively monitor the physical 

and environmental conditions such as temperature, sound, vibration, level of humidity, pressure, motion, etc. to 

fully optimise the full benefits of WSNs, there is a need to pave way for greener systems that is environmentally 

safe. This can be achieved by ensuring data communication occurs at low power, adopting techniques discussed 

in  [11], [19], [20] such as; energy depletion (e.g., wireless charging) and utilizing energy harvesting 

mechanisms which generate power from the environment (e.g., sun, kinetic energy, vibration, temperature 

differentials, etc.), radio optimization techniques (e.g., transmission power control, modulation optimization, 

cooperative communication, directional antennas, energy-efficient cognitive radio (CR)), data reduction 

mechanisms (e.g., aggregation, adaptive sampling, compression, network coding), energy-efficient routing 

techniques (e.g., cluster architectures, energy as a routing metric, multipath routing, relay node placement, node 

mobility). 

iv. Green cloud computing: Depending on user’s demands, cloud computing offers different resources to 

users. These resources are treated as services, i.e., IaaS (Infrastructure as a Service), PaaS (Platform as a 

Service) and SaaS (Software as a Service). Therefore, with increasing applications moved to cloud, more 

resources need to be deployed and more power are consumed, resulting in more environmental issues and CO2 

emissions. Therefore, a greener approach to cloud computing is necessary for the reduction of energy 

consumption. This can be achieved by efficiently using the resources in the cloud.  

 

Fig. 1 Green Cloud Computing [21] 

As illustrated in figure 2 above [21]. The green cloud computing model is fully based on the cloud 

environment with an adjustment on renewable energy usage and usage of available resources efficiently with 

reduction in carbon emissions from both cloud providers and users. The green cloud computing goal is reached 

once the reduction of carbon emissions from machines are implemented. 

v. Green machine to machine: M2M is a technology that allows both wireless and wired devices to 

communicate with other devices of the same type. There are massive machines involved in M2M 

communications which enables it to consume a lot of energy. Therefore, energy efficiency should be increased 

to achieve a green M2M as discussed in [22]-[26] by (but not limited) to the following techniques; Intelligently 

adjusting the transmission power to the minimal necessary level, designing an efficient communication routing 

protocols with the application of algorithmic and distributed computing techniques, activity scheduling 

(switching some nodes to sleep mode ‘low-power operation’ so that only a subset of connected nodes remain 

active while keeping the functionality of the original network). 
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4. Green Cloud Computing and Internet of Things 

Cloud computing provides computing capabilities, storage capacity, services and applications over the 

Internet. On the other hand, Internet of things is also an emerging technology which allows billions of physical 

objects to be connected for the purpose of collecting and exchange of data for offering various applications. 

Both concepts have seen an independent evolution in their hardware and software aspects over the years and 

have evolved separately. Researchers found that cloud computing could solve the dilemma of computational 

capabilities, storage capacity and energy efficiency that are experienced by IoT devices. As a result, the need to 

integrate CC and IoT technologies emerge and the concept of Cloud of Things (CoT) was founded [27], [28].  

Its integration has since generated a lot of advantages for them both as CC is usually involved during the 

processing of data generated by IoT devices. As a result of tremendous growth of CoT, there’s is an increase in 

demand for energy by the billions of devices connected together due to very large amount of data and 

information exchange amongst them.  

A report published by Gartner [29], estimated that the global ICT industry accounted for approximately 2% 

of global CO2. Therefore, there lies the critical need to move towards green cloud computing and green IoT to 

optimize the benefits of CoT. Green cloud architecture was presented by Liu et al. [30], it aims to decrease 

energy consumed by data centre. This would be financially beneficial and an effective approach for 

environmental safety. However, green computing is not limited to the energy consumption of computer devices 

only, it also includes all other environmental issues, such as CO2 emissions, (e-)waste management, and 

consumption of natural resources. The evolution of this research was determined by the increase in interest in 

the environment and by the extended use of cloud computing. 

5. Implementation of Green IOT Infastructure 

The green processes include both green computing technologies and green communication. Green computing 

focuses more on the utilization of ICT equipment in an environment friendly manner. This can be achieved by 

reduction of the amount of energy and greenhouse gas emissions, reduction in the number of devices needed by 

servers and data centers, improving storage space and cost efficiency, better time management and efficiently 

recycling of equipment’s. Green communication focuses more on the reduction of energy consumption and 

carbon dioxide emissions during communication which makes it a more challenging issue. The main objectives 

under green communication process include but not limited to efficient wireless communication, green routing, 

developing communication architectures etc.  

This section presents a brief study on how green IoT can be implemented. Aside from ensuring that the 

above discussed IoT enablers are green, several literatures have adopted different techniques to implement green 

IoT. These techniques include: 

i. Software based techniques: The energy efficiency of an IoT network predominantly depends upon the 

energy management in the data centers. An e-policy using Orchestration Agent (OA) proposed in [22] 

intelligently selects the servers based on their energy consumption. The selected servers then process the data 

and send them back to their clients.  

ii. Hardware based techniques: Changes can be made to the hardware devices in IoT in order to achieve a 

green IoT. A dual core processor developed with CoreL and CoreH, CoreLH [23] for low and high computation 

tasks respectively for IoT. This framework reduces energy consumption by assigning different tasks to the 

CoreL and CoreH depending upon the resources they require.  

iii. Policy based techniques: Several policies and strategies can be put in place for efficient conservation of 

energy.  These techniques include the monitoring of energy consumption in different scenarios. 

iv. Awareness based techniques: Many awareness can be held to inform IoT users about their energy 

consumption, this technique can save almost 10% energy [24] i.e the provision of Smart Metering Technology 

to homeowners will inform them of their energy consumption in real-time and enable them control and 

minimize it. 

v. Changing habits towards green IoT: Users can change habits and routine to save energy. Energy can be 

saved by keeping track of its consumption through various automation systems as discussed in [25], [26] and 

[31]. As little as its impact may seem on an individual level, it can make a big difference when taken as a whole. 

vi. Recycling for green IoT: The devices used in the IoT network can be made with environmentally friendly 

and recyclable materials. For instance, some non-biodegradable materials are used in mobile phones 

manufacturing such that they exist in billions when discarded and thereby leading to greenhouse effect. A 

significant difference can be made in the reduction carbon footprint if recyclable materials are used. Several 
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approaches are made in [32] for the performance improvement of smart phones and effective recovery of 

electric and electronic equipment. 

The solutions discussed may have some shortcomings, so there is a need to look for more realistic and 

applicable ways to reduce the energy consumption. Based on the above discussed techniques, we propose the 

following strategies to achieve a Green IoT infrastructure:  

i. Reducing the IoT network size by the use of optimum routing methods and efficiently placing nodes 

ii. Sensing data selectively in a particular scenario by collecting only the required data 

iii. Putting in place proper energy efficient strategies and policies for IoT infrastructure i.e smart building. 

iv. The use of architectures that contain both passive and active sensors for discrete tasks.  

v. Intelligently choosing trade-offs and prioritizing communication and/or cost accordingly. 

6. Security and Privacy Threats in Green Cloud of Things 

Just like IoT technology, green IoT relies on cloud computing for purposes data and applications hosting. 

The billions of connected devices in IoT technologies may cause several security vulnerabilities and expose it to 

cyber threats. Thus, making security in cloud computing for green IoT a big challenge. A threat can be defined 

as the ability of an adversary on an asset of a system with an intent to invade the privacy of users in a system or 

the security of the system as a whole [33]. The aim of this section is to identify possible threats in relation to two 

categories: security and privacy. Security entails the mechanisms used to ensure the integrity, availability and 

confidentiality of data at different points in a system. Whereas privacy is the ability to control privileged access 

to a certain data that may contain very sensitive information of a user within a system [33]. An overview of 

several security and privacy threats for any CoT system is made as shown in the figure below. 

 

FIGURE 3. Taxonomy of Threats in CoT. [34] 

i. Security threats: Threats that can compromise the security of a CoT system belongs to this category and 

they are communication threats, physical threats, data threats, service provisioning threats and other threats. 

Each of these sub-categories along with the identified threats is discussed below. [33]. 

In communication threats, communication channel can be abused by an attacker to initiate several threats. A 

typical example is the denial of service attacks (DoS). This attack can reduce or remove the capacity of a 

network to execute its expected function through hardware failures, resource exhaustion, software bugs and 

malicious broadcasting of high-energy signals.  CoT is vulnerable to Dos attacks because of the limitation of 

devices. [35] [36].  

Physical threats are Incidents that may lead to physical damage on connected devices or loss are categorized 

under physical threats. These threats can either be Internal (fire, unstable power supply etc), external (lightning, 

earthquakes etc) and human (theft, vandalism, errors which can be intentional or accidental, etc) [34]. 
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Data threats are one of the most common threats to cybersecurity. Spamming, disabling security settings, 

stolen and/or corrupted data all falls in this category. Data breaches, data loss and leakages and false data 

injection are examples of threats that relies on data generated by CoT systems. 

Other top threats which are not related to any of the previous categories are malicious Insiders, shared 

technology vulnerabilities, abuse and nefarious use of cloud services etc. [37], [38]. 

ii. Privacy threats: Since the issue of privacy mainly affects the users of a system, privacy threats are more 

focused on breaching and invading the privacy of the users within the CoT system. Several threats can be 

exploited to pervade the privacy of some users in a CoT system [34]. 

7. Blockchain Technology 

Blockchain is a kind of decentralized database, which keeps record of every transaction made on a network. 

It can be implemented in a peer-to- peer network eliminating the need for trusted third party. Blockchain can be 

implemented in three categories namely consortium, public and private [39]. In consortium blockchains, a 

predefined consortium of peers is responsible for maintaining the chain whereas in public blockchains like 

Bitcoin and Ethereum [40] [41], all participants can read and maintain the ledger and a single participant 

controls the system in private blockchains.  

The process of updating the blockchain takes place via a protocol, which achieves consensus, i.e. gives 

guarantees that there is uniformity between participants in view of the ledger that contains only valid 

transactions ensuring the integrity and consistency of the ledger [42]. This protocol depends on the type of the 

blockchain implementation and the threat model and may vary a lot. 

8. Integrating Green IOT With Blockchain Technology to Prevent Attacks 

The blockchain technology can effectively be applied in almost all domains of IoT. It can be used to provide 

access control in green IoT-based environment [43]. The application of blockchain technology for IoT is to 

ensure privacy-preserving and for encrypted data sharing. There are several factors that have to be considered to 

establish a secure IoT using blockchain technology 

i. Secure communication: IoT devices have to communicate for the purpose exchanging data required to 

process a transaction and to store it in a ledger which can also be used to store encryption keys to make the 

exchanges more private. i.e. IoT node sends an encrypted message using the public key of the destination node, 

which is then stored in the blockchain network. The sending node gets the public key of the receiver from the 

ledger and it encrypts the message using public key of the receiving node [44]. 

ii. Authentication of users: The sending node digitally signs the message before sending them to other nodes. 

The receiving node then gets the public key from the ledger and uses it to verify the digital signature of the 

received message. 

iii. Discovering legitimate IoT Device:  Billions of IoT devices are to be connected on the same network in 

the coming years, there is an urgent need to get the ability to discover and differentiate between legitimate and 

illegitimate nodes [45]. Immediately a new IoT device joins a network, it asks root servers to give a list of 

trusted nodes in the network, it then registers itself in a node and can begin the exchange of information with 

other nodes in the network. The new device itself will be efficiently authenticated in private blockchain network 

to confirm its legitimacy. 

iv. Configuring IoT: Blockchain technology assists in establishing a trusted and secure configuration for IoT 

devices.  For example, Configuration details and the hash value of latest configuration file for every IoT device 

can be hosted on the ledger. To get the configuration details, the blockchain node is asked to get it from the 

ledger during bootstrap. Also, the IoT device will have to download the latest and trusted configuration file after 

every fixed interval of time using a cloud service. Then it can use the blockchain node API to retrieve and match 

the hash value, which is stored in the blockchain. Securing IoT devices interconnected with each other on a 

network with a blockchain technology makes the system decentralized because no single authority can approve 

any transaction. All devices have access to the ever-growing chain of data. Therefore, access to any device must 

be validated by all members of the network. The performed transaction is stored in a block and sent to all nodes 

in the network after validation.  This process strengthens the security of the system and makes unauthorized 

access impossible. 
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9. Intrusion Detection System 

Intrusion detection system is a well-known technique to protect networks against attacks. The task of an IDS 

is to detect unusual activities that potentially indicate ongoing attacks or malicious activities. it can provide two 

main functions  

Alarm generation: An Ids generate alarms to inform the system administrator of identified anomalies. The 

effectiveness of an IDS can be determined by the measurement of false alarm rates. 

Information gathering: An IDS can monitor the network and systems and gather information locally. Then, 

the gathered data can be sent to other systems for analysis. 

There are different types and classes of IDS which employs different detection technique to detect different 

forms of attacks/malicious activities. For this research paper, our main focus will be on machine learning based 

collaborative IDS. 

Collaborative Intrusion Detection System: Collaborative intrusion detection (CIDS) are IDSs with an 

enhanced performance of a single IDS. The system enables collaboration among participating IDS to prevent 

complicated and advanced attacks like denial of service (DoS) attack. Unfortunately, data and trust management 

are two main research challenges for current CIDS architectures which may reduce the effectiveness of such 

systems. 

10. Blockchain-Based Intrusion Detection System 

There is a chance of solving the challenges in intrusion detection with the emerging blockchain technology 

because of its design. For several decades that intrusion detection has been studied, there are still challenges of 

trust management and computation and data management especially in a collaborative IDS environment. 

Blockchains are one of the solutions that can be used to mitigate these challenges. For example, in data sharing 

issue, blockchains can help build mutual trust among participating parties and preserve data privacy. 

Also, Machine learning (ML) techniques have been widely used in many IDS including collaborative IDS.  

CIDs have proved to be robust against common insider attacks. However, there is a need to improve the 

robustness of such system because of a few challenges. i.e it may still be prone to a more advanced insider 

attack. Also, without enough data, it is unable to optimize detection algorithms and to build a robust model for 

identifying suspicious events.  

Motivated by the blockchain emerging technology, there is need to propose an advanced CIDS which will 

adopt blockchain technology for its collaboration and Machine learning algorithms for accuracy and 

effectiveness. 

11. Conclusion 

Although there is a tremendous research effort to achieve a green technology, green IoT technology is still in 

its early stage and there are many obstacles and challenges that needs to be addressed. Also, this research briefly 

discussed the possible benefits of emerging blockchain technology by internet of things and provides guidance 

for the use of blockchain technology to make a more secure and trustable IoT environment. A possible research 

direction in this paper could be exploring the applicability and impact of blockchain technology in the field of 

intrusion detection for improved accuracy and effectiveness especially in a collaborative intrusion detection 

environment because not all IDS challenges can be mitigated with this technology. Finally, as we keep an eye 

on such emerging technology, more research should be encouraged on Machine Learning Techniques for 

blockchain based IDS and dataset for blockchain based green IoT Scenarios. 
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