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Abstract

In Information Networks, owners can store their documents over distributed multiple servers. It
facilitating users to store and access their data in and from multiple servers by sitting anywhere and
on any device. It is a very challenging task to provide efficient search on distributed documents also
provide the privacy on owner’s documents. The existing system provides one possible solution that
is privacy preserving indexing (PPI). In this system, documents are distributed over multiple private
servers which are collectively controlled by cloud/public server. When user wants some documents,
they query to public cloud, which then returns the candidate list that is private server list to users.
After getting list, user can search the documents on specific private server but in this system,
documents are stored in plain text form on private server that is privacy is compromised. But
proposed system enhances this existing system to make it more secure and efficient. First documents
are stored in encrypted form on the private servers and then use Key Distribution Center (KDC) for
allowing decryption of data receive from private server, at client side. The proposed system also
implements TF-IDF, which provides the ranking of results to users.

Keywords:- Key Distribution Center, TF-IDF, privacy preserving indexing , public cloud, encrypted.
INTRODUCTION

During the time of registration, data customers are both reluctant and capable of using fogs, despite
the fact that they value a large proportion of the normal community (for example, incurring
substantial harm suitability and open data). Late analysis and mechanical efforts to reclaim data
power for cloud customers have resulted in a number of multi-space cloud phases, most notably
rising data structures. A data owner in a data system may have absolute ownership throughout his
data because of being able to read a variety of primary relationships that it can apparently trust or
perhaps even dispatch, particularly without the assistance of another person, an individual server.
The structured data does not require constant trust amongst servers, i.e. a proprietor just needs to
trust his own server. Data platforms are expanding in a variety of applications.
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In one instance, staff in an intranet attempt will save and maintain their own biography on truly
administered computers (e.g. IBM You Server [1], [2]). While employees may have specific security
issues and may be given the ability to track action courses in field reports, they may be expected to
exchange specific details from the corporate level company in order to facilitate future composite
measures [2]. For example, a lot of interpersonal relationships have passed on (for example,
Diaspora [3], Status [4], and Individual [5]), which are recently developed and have become rational,
depending on the plan to disassociate the personal internet connections and the organizational
meaning linked.

As with the unified casual communication, the passed interpersonal partnerships do not permit
ordinary social clients to send a single server in order to pick their own unigue social data and to
hold self-described data managed rules for the careful mutual information[6] (e.g. , Facebook and
LinkedIn).

Various data structures are being applied to electronic healthcare through the Internet society as a
whole (e.g., NHIN Direct Wander [7] open source), acceptable reporting assignments [8], and others.
A registered consumer may only need to broaden the spectrum to include available servers (e.g., a
virtual machine) and data processing on any of these platforms under full customer supervision.
Inside the numerous servers, there are disconnected and related rooms. The sharing of ideas and the
containment of an environment is appealing to a variety of technologies.

A trusted game plan is a safety protection document for careful insurance tracking and data-sharing
Organisations in controlled dispersed files [9], [10], [11], or short PPI files. APPI is an index
advantage that is encouraged to serve various data clients and searchers in a third party social affair
(e.g. open cloud). A search engine would take part in a two-style search procedure to find reports of
interest: firstly, it addresses a problem of corresponding phrases against a PPI server and gives back
in the system a summary of trusted owners (e.g. pO andpl). By then the search engine will contact its
server and sales for customer approval and endorsement for every contestant owners once in a while
before seeking them locally. Note that control and support occurs within the data organizer, but not
on the PPI server. The PPI system is exceptional because 1) the information in the PPI system is
protected with cipher text (i.e. not encrypted) to allow and modify data to provide a valuable level of
utility. This applies differently to the current secured data work in the cloud [12], [13], [14]. Unless
encryption is used, PPI sticks customer security to obscure sensitive ground-truth data by adding
uproars. 2) Only ground-grained data (for example, the responsibility for a proprietor's looked-for
expression) is secured in the PPl server while the main substance still remains private and safe on
each server.

The ebb and flow investigation and technological initiatives at restoring data control back to open
server clients have provided a number of open server multi-space levels, most notably developing
knowledge frameworks. The data proprietor can hold total control over their data within an
information system by allowing them to explore a variety of pro-associations, which they obviously
can trust or can even dispatch a single server directly controlled with no other person. The structure
of data needs no trust relationship among servers, which simply means that the data owner have no
other option and needs to fully trust and relay on their servers.
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Data frameworks create a range of districts of application. In one scenario, agents will store and
maintain their own special records on long administered machines in the intranet effort. Although
members have their own individual privacy issues and may be able to monitor the plans in the
adjacent documents, they may be forced to exchange some details for the advancement of future
collaborative initiatives at corporate level gathering. For another, a few casual groups have flowed
from late ascent to continual remarkability and rely on the arrangement of disconnecting social
information and on the hand fullness of casual contact over a wide range. Under no circumstances
like the combined high-profile casual communication through the social network like Facebook and
LinkedIn that enables a traditional social consumer to send an independent server to protect its
specific data over social platform and make self-reported individuals able to control rules on privacy-
conscious exchange of information.

Various cases of frames of information integrate electronic healthcare around the all-inclusive
internet community, circulate documents to access controls and others. A cloud provider may have a
specified functional design programs in any of these systems (i.e., a virtual machine) and an
individual customer data organization area. Spaces arranged within different servers are segregated
and adhered to. Different application requirements are fulfilled by knowledge sharing and exchanges
around a confining stage.

A candidate game plan includes a data security document that ensures privacy when accessing
managed circular documents or short PPl for the purposes of careful requests and information-
sharing. In the illustration. 1. The PPI is a list benefits in a third-country (e.g. an open cloud)
substance which sends the overall data to various data customers or searchers. A search engineer will
take advantage of a two-organized look technique to locate reports of interest: first she addresses
requests for important catchphrases against the PPI server, which returns the applicant proprietors'
one time (e.g., p0 and p1).

~Provider network

Third-party _ D2
domain )

‘; pi D 7
PPI ‘ ConstructPP 3 N 4 g
, ‘ 0.4
‘ W
QueryPPi(i) 37, p, L

i 3 ¥

Where're owner SN/  AuthSearch(s. 0 40

\_ records? P @ @
= &/gﬁ/ Delegate,  Delegate,

Searcher s Ownerz, Ownert

Figure 1: PPI system
PROBLEM STATEMENT

Efficient search on decentralized documents and the security of privacy of ownership is essential in
emerging knowledge networks. A privacy protection index (PPI) technique is available for this issue.
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In the presence of multifunctional keyword papers, the under-studied problem with PPI techniques is
how to ensure differentiated privacy protection. We use ePPI, which offers quantitatively varying
privacy for distributed document searches, to protect this privacy, as well as AES and TF-IDF to
include more protection for shared documents and effective searching with ranking performance.

In the presence of a multi-keyword document search, the project aims at providing a protected
distributed document search, which provides a quantitatively differentiated data security and also
provides results ranking.

e Distributed document search

e Quality and Quantitative privacy protection

e Provide privacy and security

e Maintaining Efficiency and Confidentiality of data

e Data should be stored in encrypted format on private servers and it should provide the ranking of
results for time efficient search

IMPLEMENTATION
Stepl:- First run MKS_Monitoring Server

Step2:- Run MKS_PrivateServerl/MKS_PrivateServer2 (we can run one or many server at one
time)

Common Running process description
i. Browse File (.txt files only)
ii. Read File
iii. Click on processing tab.
iv. Click on button

1. Remove stopwords

2. Generate index(5 words extracted from file will be generated and showed in text box  which will
act as keyword at user side.)

3. Create table

4. Add index

Note-: If we want to add more than one file then don't click on show table button at immediately
Choose another file and do the same processing.

5. Click on show table

6. Click on upload button.
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Step 3:- On monitoring server click the each button one by one.(make sure that you performed all
the operations of private serversl / private servers 2 (upload)).

Step 4-: Run MKS_User

1.Enter keyword (String) in text field which are generated at the private server processing time
and click on search button. you will get the matrix.

2. click on connect to server and do the registration first ,you will get AES Password, remember
the password and then do the login, OTP will appear. save/write the OTP.

3.click on File download Tab.
I.click on download button & enter the password.
I1.click on decrypt button and enter the password.
I11.click on ranking tab (according to keyword file will be preferred to end user)
IV.click on graph button.(graph will be shown to you)
ANALYSIS

This new method would protect user privacy by ensuring that the used ranking methods were kept
separate from the other data, i.e., specifically, the two-way encryption is applied to data queries so
the data remain undisturbed and complete. Here are several additional things to consider when
measuring time: There are the different procedures such as file upload time, questions, search time,
and time of encryption, as well as the time it takes to generate tokens, and the time it takes to rate
which can be measured.

By utilizing the non-grouping approaches for ad hoc style harvesting, such as PPI, would result in
more user privacy in terms of their data and resulting in better ad-relevant performance.

SIMILARITY MEASUREMENT

The first table above evaluates the two different systems (the one you already have and the one you
are thinking of creating) with respect to their respective similarities. The project completed
successfully completed four iterations and each iteration returned a different result that was greater
than the previous one. Even if the current system doesn't seem to be identical to the proposed system,
it suggests that the proposed values are in need of further expansion.

Table 1 : Similarity Table

EXisting Proposed
D1 0.47 0.93
D2 0.79 0.96
D3 0.39 0.99
D4 0.42 0.95

This proposed method achieves a better degree of similarity score than the reference system for 4
text in Table 1.
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TIME MEASUREMENT

If you expand the chart to show time versus various processes like uploading, indexing, querying,
and token generation, you will be able to see that all processes in the same timeframe generally take

the same amount of time. Work the project twice, take the data, and plot the results.

Table 2: Time Measurement Table

File Upload Query | Encryption Token Ranking
Search Time Generation
D1 3.09 0.98 2.04 0.24 0.85
D2 5.94 0.39 3.80 0.49 0.73

By evaluating the data in Table 2. It is shown that the proposed system would follow the trajectory
over time.

CONCLUSIONS

The proposed framework includes connecting the local server with the cloud server for user data
sharing. Relevant data or knowledge requires some authentication. This authentication is processed
by the encryption method. For the critical performance of secure calculations, the Associate in MPC
Care Technology suggests that hidden sharing schemes should be used economically. This way, the
machine user can use PPI and encryption technique to access the necessary data in a ranking order.

We also shortened special scanning systems in this research study for encoded data across the cloud.
For different search systems, a thorough examination of security and information use is provided.
Data safety, data preservation, search, scalability, functionality, index security, query anonymity,
results location, index classification, search anonymity, query confidentiality, search unlink ability,
and trapdoor unlink ability are regarded to be a portion of the main issues to be addressed with the
hunting strategy. All of the search methods listed in this paper have limitations as well. According to
the research, Public Key Encryption can provide secrecy, and security details can be double-adjusted
as the index using different techniques like the fudge-like parameter look or the tree.
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